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SUMMARY

This instruction contains appendices that are a complement to the instruction
1606997, Security background check at Ringhals.

All appendices should be filled in and sent in one lot to the Admission
Access Centre at Ringhals. You can find these appendices at this link:
https://corporate.vattenfall.se/om-oss/var-verksamhet/var-
elproduktion/ringhals/ringhals-nuclear-power-plant/contractors-and-
consultants/agreements/.

Please also see instruction "Safety regulations at Ringhals™, 1d no 1701177
(see reference).

Security background checked persons should be carefully monitored during
the time they work for Ringhals.

The filer certifies that the said persons in the certificate has been Security
background checked and found reliable and that continuous monitoring is
done by the immediate supervisor and / or site management.

Observations that may raise questions about fitness for work from security
stand point, shall be reported to Ringhals Security manager.

Ringhals' internal and external web
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APPENDICES

Appendices in the document

The forms in available at: http://www.vattenfall.se/sv/consultants-
ringhals.htm.

1. Information about Security background check/Consent to register control
2. Security Clearance
3. Extract from the home country's criminal records

4. Statement for register control according to the security protection act
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1.2

THE FOLLOWING FORMS SHOULD BE FILLED
IN, IN ORDER:

1. Information regarding Security background check / consent for register
control. Please see enclosed questionnaire, paragraph 1.2.1.

2. Security clearance, paragraph 1.2.
3. Extract from the home country's criminal records, paragraph 1.3.

4. Production of register control according to the Security Protection law (a
document for 814 and one for security category 3), paragraph 1.4.
This must be filled out digitally

When all forms have been filled out, they should be sent to the Access
Service Centre. The forms should have arrived at Ringhals at least six weeks
prior to the planned access date for Swedish contractors.

Not properly filled out forms presented to the Access Service Centre, will be
passed on to the contact person at Ringhals or the contractor company. If the
forms lack information about Ringhals contact person or proper address to
the company, they will be destroyed.

Information about Security background check / Consent to
register control (appendix 1)

Upon register control, a crosscheck is also made with the Swedish Security
Service police records. This information may lead to that a person is not
granted access to Ringhals.

The check requires permission from the concerned person.

Security Clearance (appendix 2)
The personnel office of the company sending personnel to Ringhals for work
should fill out this compilation certificate. Maximum 3 months old.

Security Clearance is valid 1 year from date of issue. For continued access
Security Clearence has to be renewed and sent to Ringhals annually.

Please note: It is very important to state the contact person at Ringhals!
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1.3

How does the company perform a Security background check of the
concerned personnel?

It is recommended that the following questions should be asked at a personal
interview with concerned person:

v Have you during the last five (5) years been suspected or sentenced
for a crime according to the criminal (penal) code?

v Are you involved in any current police investigation?

v Do you have or have you had any addiction to or have been
suspected for or sentenced for narcotic crimes according to the
narcotics criminal code?

v" How is your financial situation? Are there any circumstances that
may affect your financial situation in a negative direction in the
future?

The above questions and answers should be documented in writing where
the concerned person certifies the replies with his or her signature. The
company's human resources manager should keep this document.

If the answers are positive (negative concerning the financial situation) a
deeper evaluation should be made concerning the person's suitability and
reliability for work at Ringhals.

Ringhals may request, for example in the investigation of an incident or for
quality control purposes, documentation of above mentioned questions and
evaluation.

When the concerned person has answered the questions, the form Security
Clearance (appendix 2) is filled out (by computer) by the human resources
manager, signed and sent to the address stated on the appendix.

Excerpt from the home country's criminal records

An excerpt from the home country's criminal records must be issued by the
country's law enforcement agency or equivalent. Register transcript shall be
maximum 6 months old. This will be sent to Ringhals in connection with
paper for security clearences (1.2). Maximum 6 months old.

Register transcript from criminal records is valid 1 year from date of issue.
For continued access register transcript has to be renewed and sent to
Ringhals annually.
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1.4 Request of register control according to the security protection
law (appendix 3)
This is the Swedish Security Service's form that should be filled in digital by

the concerned person and sent to Ringhals together with the other

documents.

The form is not available in English.

Below is an explanation of how to fill in the form for foreign staff:

The form is found on Security Service (Sakerhetspolisens) webpage:
https://www.sakerhetspolisen.se/sakerhetsskydd/blanketter-och-mallar.html

Fill in as described below:

Operator (VerksamhetsutOvare):

Organization number (Organisationsnummer):

Address code at the security Service
(Adresskod hos Séakerhetspolisen):
Name (Namn):

Requlatory authority (Tillsynsmyndighet)

Organization number (Organisationsnummer):

Address code at the security Service
(Adresskod hos Séakerhetspolisen):
Agency name (Myndighetens namn):
Control reason (Kontrollorsak):
Clearly describe the work assignment at
Ringhals.

Securityclass (Sakerhetsklass):

Purpose (Syfte):

Anstallning = Employee is only for Ringhals
own staff

Besok/Inpassering = Visit/Access control

(contractor /consultant without SUA-agreement)

alternative
SUA = SUA (when there is one)
Endtime (Sluttid):

Profession/Title (Yrke/title): The title that the

person will have when working at Ringhals

Personal details (Personuppgifter)
Personal identity (date of birth):

Last name (Efternamn):
First name (Férnamn):

Phone number (Telefonnummer):
Passport number (Passnummer):

Oppen

556558-7036
Leave blank

Ringhals AB

202100-4284
Leave blank

Svenska Kraftnat

describe the work at
Ringhals

3 or as recommended
by the requester

Select from list

Leave blank
Title at Ringhals

Foreign citizen:
YYMMDD
alternatively,
coordination number
Applicants last name
Applicants all first
names

Not mandatory
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To be filled out by foreign citizen, if passport is
missing it should be noted here

* Place of birth (Fodelseort): City that is not in
Sweden
* Country of birth (Fodelseland): Select from the list
* Current citizenship (Nuvarande Select from the list
medborgarskap):
Previous citizenship (Tidigare Select from the list
medborgarskap):

To be completed only if the person is not
registered in Sweden

(Ifylles endast om personen inte ar folkbokford i
Sverige)

Address (bostadsadress): Applicant’s address
Zip code (Postnummer):

City (Postort):

Country (Land):

Recent residence address abroad (Senaste
bostadsadress i utlandet):

Fill out applicant’s most recent home address
abroad.

Contract (Avtal)

These fields are filled in when there is a security
agreement (SUA) between Ringhals and the
company.

Name (Namn):

The name of the company where the applicant is
employed

Organization number (Organisationsnummer):
The company organization number

Reference number (Namn/diarienummer):

The reference number or name obtained in
connection with the validation of the SUA
agreement with Ringhals.

The operator (Verksamhetsutdvaren) Leave blank

Send filled out form to:

Ringhals AB
Att: Tilltradesservice NSAT
432 85 VAROBACKA
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Contact information:
ACCess service:

Email: Access.Ringhals@vattenfall.com
Phone number: +46 340-667900

SUA-administrator:

Anette Torstensson
Email: SUA_handlaggare_Ringhals@vattenfall.com
Phone number: +46 340-667314

Security Manager Ringhals

Carl-Gustav Renmarker
Email: carl-gustav.renmarker@vattenfall.com
Phone number: +46 340-36951
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BILAGA 1
Fill in the forms:
' " for register contral according INFORMATION ABOUT SECURITY BACKGROUND CHECK
to the security protection
- Information about security backround
check
. cﬂ?:cﬁve certificate of security According to the Swedish Law of Security and protection (SFS 2018:585) a security
backround check background check must be performed on the person who requires entry to Ringhals

. . } or access to classified documents at Ringhals.
print them out, sign and send or mail

these three forms together to: . . 3 . )

The security background check aims to show if the person is reliable or not.
Ringhals AB The purpose is to protect the nuclear power plants against espionage, sabotage or
Tilltradesservice terrorism. It is based on references, interviews and register
5-432 85 VAROBACKA controls showing that the person is not registered in the police records.
access. ringhals@vattenfall.com During the time of access to Ringhals follow-up can be made.

There are written instructions conceming security background checks. The
information will be handled confidentially.

External personnel who haven't worked at Ringhals during the last 12 months,
should repeat the Security background check and the register control.

For detailed information please contact the Security manager at Ringhals:
Carnl-Gustav Renmarker,

Telephone: +46 340 36 951

Mail: Carl-Gustav. Renmarker@vattenfall. com

APPROVAL OF REGISTER CONTROL

| have read and understood the information above and approve to the register control
and to the registration of personal data.

Place: Date:

Date of birth: (yyyymmadd)

Swedish coordination number (if you have)

Signature:

Name in block letters:

Address:

Contact person on Ringhals:

Vattenfall AB Ringhals (NSA 190426)
Oppen 1(1)
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Screening for Unescorted Access of Person
Fill in the form and send it to:

Ringhals AB Certification of continuous employment, reliability and trustworthiness of personnel.
Tilltradesservice
S5-432 85 VAROBACKA Name Diate of birth (yymmdd) Male
Mail: access ringhals@vattenfall.com Female
Address
Mationality Passport number
Dear Sir/Madam,
Name has been continuously employed with company

since date

We have reviewed his personnel file again to confirm trustworthiness and reliability,
name has not exhibited any aberrant behaviour or
charter traits that might pose a threat to public health and safety or might bear on his
ability to discharge his duties in a reasonable manner.

As to the statement of suitable enquiry, we wish to confirm that to the best of our
knowledge, name had not:

- Been tested positive for drugs or use of alcohol that resulted in on-duty impairment

- Been subject to a rehabilitation plan for treating substance abuse (except for self-
referral)

- Been denied unescorted access or removed from any nuclear power plant in accordance
with the fitness for duty policy

- Been removed from activities due to drugs or alcohol use

If applicable,
Name is granted unescorted access on dace
to the vital and protected areas on NFP name

This clearance was based on satisfactory results of a background investigation which
included checks of criminal records covering a minimum of the past five years and checks
of other evidence that would threat or reflect adversely upon that individual’s
trustworthiness and reliability. The certificate is valid for one (1) year.

Yours sincerely

Signature Date

Printad name Companynamne

Staff function Phone numbear
Emailadress Contact person on Ringl

Oppen 1(1)
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’ “adKEINMEeETspolisen Framstillan om registerkontroll i
enligt Sikerhetsskyddslagen

Blanketten maste fyllas i digitalt da den skannas in av Sikerhetspolisen.

Verksamhetsutdvare Tilleynemyndighet
Organisationsnummer Adresskod hos Sakerheispolisen Organisationsnummer Adresskod hos Sakerhetspolizen
55B6558-7036 202100-4284

Namn fhusstandigt namn) Myndighetens namn uiistanagt namn)

Ringhals AB Svenska Kraftnat

Kontrollorsak [beskriv arbetsuppgiiema. T.ex. “Anstalining som registrator med ligéng 81 hemiigt diarium®)

Sakerhetsklass 1 + bilaga

Sidkerheisklazs 2 + bilaga
Sakerhetsklass 3
L Reqistersandrall enligt 3 kap. 15 §
,I 54l {SF5 2018:585)
Sluttid (om regisierkontrollen ar tdsbegransad)  Yrke [ titel (efter godikand sakemetsprivning)
| | | ‘ Sakerhetsskyddsavtal (SUA)
Personuppgifter
Personnummer (i3idmmadnnon)  Efternamin Fomamn {ange samilga fmamn}
Telefonnummer Passnummer jyar ubandsk medborgarne) Fodelseort (g1 svenge)
Fodelseland (e | Sveriga) Nuvarande medborgarskap Tidigare medborgarskap
Ifylies endast om personen inte ar folkbokford | Sverige Senaste bostadsadress | utlandet javesr rast vistsizs de ssnaste fom Sren)
Bostadsadress Adress

| g = .
Avtal
Ifylles vid sdkerhetsskyddsavtal (SUA). Samtliga falt ska fyllas i enligt Underlag for sdkerhetsskyddsavial.
Firetag Organigationgnummer  Namn / diarienummer
r‘ Verksamhetzutovares / Tillsynemyndighets underskrift * Information
- * Underskrift innefattar att samtycke &r inha@mtat fran
C personen som kontrollen avser enligt 3 kap. 18 §
sikerhetsskyddslagen (SFS 20158:585)
Q _
- Namnfortydiigande Sakerhetspolisen
C | | Registerkontrollen
c Box 12312
102 28 STOCKHOLM
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